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POLICY: ACCESS TO INFORMATION AND PROTECTION OF
PRIVACY
SECTION: Section V — Municipal Freedom of Information and

Protection of Privacy Act, R.S.0. 1990, c. M. 56
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Effective Date
January 16, 2006
Policy Objective

To ensure that Toronto Public Library (the Library) complies with the spirit, principles and
intent of the Municipal Freedom of Information and Protection of Privacy Act (MFIPPA).

To ensure that members of the public have access to information about the operations of
the Library and to their own personal information held by the Library in accordance with
the access provisions of MFIPPA.

To ensure that the privacy of individuals’ personal information is protected in compliance
with the privacy provisions of MFIPPA.

Underlying Principles/Background

The L|brary is gwded by the values of accountablllty and |ntegr|ty in the prOV|S|on of public

system. These values speak to the need for openness and responS|b|I|ty in all operatlons.

The Library’s mandate is to provide library services and programs to the community. The
continuing rise in Internet use has resulted in increased public concerns in privacy and the
security of personal information that is provided during on-line transactions. It is essential
that the Library maintain the eentinue-to-build trust and confidence of in its users, and
continue to encourage their use of its services and programs. The Library recognizes that
users’ choices about the ef-what materials they borrow and what the websites that they
visit is a private matter. The Library will therefore make every reasonable effort to ensure
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that information about its users and their use of library materials, services and programs
remains confidential.

The Toronto Public Library Board has also endorsed the Canadian Library Association’s
Position Statement on Intellectual Freedom. This statement affirms the fundamental right
of all Canadians to have access to all expressions of knowledge, creativity and intellectual
activity, and to express their thoughts publicly.

The Toronto Public Library’s Security Video Surveillance Policy covers the Library’s policy
for ensuring that its use of security video surveillance cameras protects the privacy of
individual's personal information in compliance with the privacy provisions of MFIPPA.

Policy Statement

The Toronto Public Library Board will make information about the Library available to the
public, and protect the privacy of all individuals’ personal information in its custody or
control in keeping with the access and privacy provisions of MFIPPA and other applicable
legislation.

A. Protection of Privacy: Users

Collection and Use of Information:

1. The Library will not collect any personal information about users without obtaining their
consent to do so, subject to the exceptions as contained in Section 29(1) of MFIPPA
and Sections 4(1) and (2) of the general regulations made under MFIPPA. Personal
information that is collected will be limited to what is necessary for the proper
administration of the Library and the provision of library services and programs.

2. Personal information will only be used for the stated purpose for which it was collected
or for a consistent purpose.

3. The Library employs the use of Radio Frequency Identification (RFID) readers for
circulation services. No personal information is collected through these readers.

Disclosure of Information:
4. The Library will not disclose personal information related to a visitor or library user to

any third party without obtaining consent to do so. Situations-where Disclosure is
permitted in some situations, including the following:
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e The Library will disclose personal information to a parent or guardian of a person
up to sixteen (16) years of age who exercises the right of access to the child’s
personal information in the user or circulation databases.

The Library may also disclose information in accordance with the exemptions provided
in section 32 of MFIPPA, including:

Subsection (g), disclosure to an institution or a law enforcement agency in Canada
to aid an investigation undertaken with a view to a law enforcement proceeding or
from which a law enforcement proceeding is likely to result;

Subsection (i), disclosure under compassionate circumstances, to facilitate contact
with the spouse, a close relative or a friend of an individual who is injured, ill or
deceased;

In addition

e The Library will disclose personal information when a user who has requested and
been assigned supplementary library card privileges and who has signed the
accompanying consent form, voluntarily gives a right of access to the personal
information in his/her user and circulation database records to the individual
documented on the consent form.

e Personal information may be disclosed to the Toronto Public Library Foundation for
fundraising purposes, with the consent of the user. Information provided to the
Foundation for fundraising shall be limited to name, address, telephone number,
email address, gender, date of birth, and frequeney-of-use date of last activity.
Consent to disclose personal information shall be indicated in one of the following
ways: by written signature; electronic means; or orally, to be confirmed in the users’
record by TPL staff in the presence of the user. Users have the right to withdraw
this consent at any time.

e The Library may release relevant personal information to a company acting on its
behalf for the collection of Library property or unpaid fees.

e The Library may allow certain of its service providers access to relevant personal
information solely for the purpose of maintaining the Library’s electronic services.
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Retention of Information:

5. The Library will not retain any personal information related to the items borrowed or
requested by a user, or pertaining to a user’s on-line activity, longer than is necessary
for the provision of library services and programs. However, the Library may retain
personal information related to library functions or services as described below, when
users voluntarily opt in to do so; for example, in order to enhance or personalize library
functions or services

The retention of personal information Fhis includes the following situations:

Personal information regarding library transactions is retained in the user database
as long as the circulation record indicates that an item remains on loan or fees
remain unpaid.

Records of returned items that have no outstanding fees/charges remain on the

The personal information and borrowing history eireulationrecerds of Home Library
Services users are retained, with their permission. This is done in order to assist
staff in selecting and delivering materials for the user.

Records of items with outstanding fees/charges are retained until paid. A password
protected historical record is kept for a further seven (7) months because a user
may be entitled to have a lost item fee refunded if the item is returned within six (6)
months.

Personal information for members of the public who are registered in the Integrated
Library System to use library services and who have requested a supplementary
card are retained until the card is supplied.

There are some other informational messages, such as a hold that has been
cancelled or has expired, that are retained for seven (7) months.

Records relating to the answering of questions and/or in-depth research for the
public in person, by phone, or e-mail, are retained for two years.
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e Personal records of all users who have not used their cards in the previous three
(3) years and do not have outstanding fines are purged on an annual basis.

e Retention periods for Library electronic services vary varies for the different web
services and change with the introduction of new technologies and services. A
Privacy Statement is posted on the TPL website.

A complete list of all personal information retained by the Library is available in the
Directory of Personal Information Banks (PIBs), available upon request.

B. Protection of Privacy: Staff

Collection and Use of Information:

1. The Library will not collect any personal information about staff members without
obtaining their consent to do so, subject to the exceptions as outlined in Sections
29(1) and 52 of MFIPPA and Sections 4(1) and (2) of the general regulations made
under MFIPPA. Personal information that is collected will be limited to what is
necessary for the appointment and management of staff and the administration of
staff wages, salaries and benefits.

2. Personal information will only be used for the purpose for which it was collected.

Disclosure of Information:

3. The Library will not disclose personal information related to staff to any third party
without obtaining consent to do so, subject to exemptions as provided in MFIPPA
Section 32. Other situations where the Library will disclose personal information
include:

e To third party service providers for the purpose of administering employee
benefits.

e With written permission from the staff member concerned, the Library will
provide reference checks and confirmation of employment with the Library,
including wage and salary rate information, to third parties.
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Retention of Information:

The Library will not retain any personal information related to staff longer than is required
by law. This includes the following retention practices:

4. Staff personnel files are kept for seven years after retirement or resignation in
accordance with City of Toronto By-Law 260-2006 the-Retention-Schedule.
Benefits enrolment administrative records related to the various benefits provided
to staff such as dental, medical, group life insurance, retirement (OMERS) are all
retained until there is a change to enrolment or the death of the active or
terminated employee.

5. Third party service providers only keep staff records for as long as they are
administering staff benefits on behalf of the Library.

C. Access to Information: Users and Staff

1. Access to general records about Library operations will be provided to the public,
subject to the exemptions outlined in MFIPPA Sections 6 through 16. The Toronto
Public Library Board agendas and minutes, annual reports, policies and a variety of
other information are routinely made a matter of public record through the Toronto
Public Library web site and through Library publications.

2. Access to personal information about a particular individual will be provided to that
individual, upon verification of identity and subject to the exemptions outlined in
MFIPPA.

3. The Library will change an individual’s personal information if it is incorrect. The Library
may ask for supporting documentation.

4. An administration fee may be charged for access to individual or general records in
accordance with MFIPPA regulations.

5. The Library is committed to addressing all concerns related to providing access to
general and/or personal information and to protecting the privacy of personal
information in its custody.

6. Staff members have the right to access their individual personnel files upon request.
This access is provided in accordance with the provisions of the Collective Agreement
between the Toronto Public Library Board and the Toronto Givie-EmployeesUnion

Loecal416(CUPE)-Public Library Workers Union Local 4948.
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Scope

This policy applies to all information held by the Library, including general information
related to its operations, to personal information collected from users of its services and
programs, and to personal information relating to Library staff.

Application

This policy applies to the Toronto Public Library Board, staff, and volunteers.

Specific Directives

1. The Library will ensure that a retention schedule for a directory of general records and
a directory of personal information banks is available to the public.

2. Privacy and Access statements, together with procedures to be followed in making a
request for information, will be publicly available through the Toronto Public Library’s
web site and in hard copy print.

3. A notice of collection statement in compliance with MFIPPA will be available at all
registration desks and on all Library forms used to collect personal information. The
notice statement will include: the Library’s legal authority for the collection; the principal
purpose(s) for which the personal information is to be used; the title, business address
and business telephone number of a Library officer or employee who can answer
questions about the collection; and that personal information may, with the user’s
consent, be disclosed to the Toronto Public Library Foundation for fundraising
purposes.

4. Third party service providers will be required to ensure, by means of a statement in
their contract, that any staff or users’ personal information to which they have access is
only to be utilised for the purposes of carrying out the service they provide to the
Library and for no other purpose.

5. Library staff will be provided with training in the access and privacy provisions of
MFIPPA and in the contents of this policy.



Municipal Freedom of Information Section V:  Access to Information and Page 8
And Protection of Privacy Act Protection of Privacy Policy
Policy Manual

Accountability

The City Librarian is responsible and accountable for documenting, implementing,
enforcing, monitoring and updating the Library's privacy and access compliance.

Appendices
Appendix 1: References

Appendix 2: Definitions
Appendix 3: Contact



