To: Toronto Public Library Board — April 18, 2006
From: City Librarian

Subject: Information Technology Disaster Recovery Plan
Purpose:

To seek Toronto Public Library Board approval, in principle, of a Disaster Recovery Plan which
will ensure that procedures and practices are implemented to minimize disruptions to critical
operations in the event of prolonged system outage triggered by natural or human events.

Funding Implications and Impact Statement:

The implementation of the recommended safeguards included in the Information Technology
Disaster Recovery Plan will require new capital expenditures and operating budget expenditures.
The most significant expenditure is the installation of a diesel power generator at an estimated
capital cost of $350,000 and with a corresponding annual operating cost of $50,000. Upon
approval, in principle, of the Disaster Recovery Plan, Library staff will prepare detailed costs in
preparation for the 2007 capital and operating budgets.

Many of the recommended disaster recovery practices and procedures can be incorporated into
the departmental workflow at no additional cost, though staff assignments will have to be re-

aligned to accommodate the regular testing of recovery procedures.

Recommendation:

It is recommended that:

(1) the Toronto Public Library Board approve, in principle, the implementation of
recommended safeguards to reduce site-survival risk to “very low”;

(2) staff prepare detailed costing for the 2007 capital and operating budgets of the
recommended safeguards; and

3) staff implement the recommended disaster recovery practices and procedures.

Background:

In 2004 the Library’s external auditor, Ernst & Young, made a recommendation that IT
management implement a formal and current disaster recovery plan. Library management, in its
response, agreed with the recommendation and indicated that the Library would require external
expertise to develop such a plan. In 2005, IT department hired a temporary analyst through



.

CareerBridge (an organization which assists foreign trained professionals to gain Canadian
experience in their field of expertise) to assist in the assessment of current practices and to
prepare a request for proposal (RFP) for the development of a Disaster Recovery Plan. The RFP
was issued in fall 2005. Key deliverables were: a disaster recovery plan, recommendations for
the appropriate level of response based on the business needs of the Library, budget estimates for
the Disaster Recovery Plan implementation. Bell Security Solutions Inc. was the successful
proponent and delivered draft reports in December 2005 for review with the IT department
managers. The recommendations for appropriate level of response and the budget estimates have
been completed and are the basis of this report. The detailed procedures for the Disaster
Recovery Plan are being finalized.

Comments:

The Disaster Recovery Plan is a response to a crisis. It documents and outlines the crisis
management process that should be used by the IT department and other Library groups to
manage situations that interrupt service. The document is used to build trained management
teams and create the ability for staff to manage crisis situations in their area of responsibility.
Detailed checklists, team membership with assigned roles and responsibilities, tools and
documentation allow the team to address serious interruptions to IT services. The success of the
IT Disaster Recovery Plan is dependent upon training, regular updating of the documentation,
testing of recovery procedures. At present, the Library does not have dedicated staff assigned to
the maintenance of the Disaster Recovery Plan. Staff assignments will have to be re-allocated to
accommodate this activity.

As important as having a Disaster Recovery Plan is, taking measures to prevent a disaster or to
mitigate its effects beforehand is even more important. The Bell Security Solutions consultants
have identified natural and human-created threats that could lead to a disruption in service, the
Library’s vulnerabilities and the steps the Library should take to minimize its risks. The threats
have been categorized in terms of likelihood (frequency) and severity. They have then been
plotted in a matrix to determine the risk level for each threat. The categories and risk levels are
based upon IT industry standards. The risk levels for each threat have been assessed based on
existing safeguards and recommended safeguards.

The natural and human-created threats were grouped into two categories: those that might disrupt
services but the computing center site would survive the threat (e.g. a power loss) and those that
would cause the computing center site to be abandoned (e.g. building destroyed by fire). The
threats in the former category can be mitigated to a very low risk level with relatively low-cost
recommendations. The threats in the latter category can only be mitigated to a very low risk level
with an off-site disaster recovery site, at significant capital and operating costs.

The Bell Security Solutions consultants’ report, Disaster Recovery recommended safeguards and
controls, attached as Attachment 1, details the threats, risk levels, existing safeguards,
recommended safeguards and associated costs.



Conclusion:

Library management has reviewed the consultants’ report and assessed the recommended
safeguards in terms of the Library’s operations and the need to reduce the threats to an
acceptable level of risk. Library management recommends to the Board that it approve, in
principle, the implementation of the recommended safeguards for “site-survival events”. Cost
estimates for those safeguards that cannot be implemented within existing budgets will be
included in the 2007 operating and capital budget submissions. Library management will also
implement the recommended internal disaster recovery practices and procedures.

Contact:

Ron Dyck; Director, Information Technology & Bibliographic Services; Tel: 416-393-7104;
Fax: 416-393-7083; E-mail: rdyck@ torontopubliclibrary.ca

Josephine Bryant
City Librarian

List of Attachments:

Attachment 1:  Toronto Public Library Disaster Recovery recommended safeguards and
controls prepared by Bell Security Solutions Inc.



