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  STAFF REPORT 

INFORMATION ONLY  
 

Cybersecurity Report 
 
Date:  February 26, 2024 
 
To:  Toronto Public Library Board 
 
From: City Librarian 
 
 
SUMMARY 
 
The purpose of this report is to provide the Toronto Public Library Board with a 
final report on the investigation into the Toronto Public Library’s (TPL’s) 
cybersecurity attack.  
 
When TPL became aware of a cybersecurity incident on October 28, 2023, staff 
immediately initiated measures to mitigate potential impacts by shutting down 
the technical environment including all internal and external networks and 
systems. Third-party legal counsel with expertise in cybersecurity were 
engaged to collaborate with third-party cybersecurity technical experts to 
advise on containment, conduct forensics, and assess the impact. In addition, 
the cybersecurity experts supported staff’s planning for and implementation of 
additional proactive measures to safeguard TPL’s data and information 
systems. The privileged and confidential report from legal counsel, including its 
appended technical input from the third-party cybersecurity experts, outline 
the support the experts provided in response to the incident, their forensic 
analysis of the cyberattack, and the privileged and confidential input given to 
support TPL in rebuilding its technical environment for optimum security. 

21. 
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Cybersecurity has become a pressing issue for public and private organizations 
globally as cyber incidents have become more prevalent and pervasive. TPL has 
proactively prepared for cybersecurity issues by prioritizing cybersecurity since 
January 2021 with Board approval of TPL’s Digital Strategy 2020-2024. This 
commitment to achieving a safe and secure IT environment, including a 
targeted level of protection from internal and external cybersecurity threats, 
has been advanced through: 
 the IT Security, Risk & Governance Program; 
 the establishment of an Information Security Policy requiring annual 

security reports to the Board; 
 participation in the City CISO Cybersecurity Confirmation Program; 
 TPL’s Enterprise Risk Management Program; 
 more rigorous updating of application software, hardware, and patching; 
 IT staff dedicated to cybersecurity; and 
 mandatory cybersecurity training for all staff.  
 
The post-incident work to rebuild TPL’s technical environment resulting from 
the cybersecurity attack has accelerated TPL’s Digital Strategy and advanced 
security measures planned in TPL’s digital strategy roadmap.  
 
The full-scale shutdown of TPL’s technical environment, and the ensuing work 
to secure the IT network and its many systems, resulted in the suspension of 
many core library services including the tpl.ca website and access to the library 
catalogue, holds, and Your Account services; public computing and printing; 
and access to some digital materials and databases. However, during these 
outages, many of TPL’s online and in-branch services remained available and 
have been well-used by the public since the attack began. All 100 branches 
remained open with access to staff expertise, collections including staff-
assisted borrowing and returns of materials, study space, programming, and 
Wi-Fi. Access to e-content and online programs continued to be available 
through TPL’s landing page. 
 
Service restoration, which has been a complex and detailed process involving 
enterprise-wide analysis and coordination, is nearing completion. Staff have 
worked tirelessly to restore all services as quickly as possible. The complexity of 
the task, given TPL’s extensive network of 100 library branches, a multi-service 
Data Centre, and more than 5,000 staff and public computers, makes this task 
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much more difficult and means there must be a gradual and measured 
approach to protect and reinstate services. 
 
FINANCIAL IMPACT 
 
The City of Toronto is covering the financial impact of TPL’s cybersecurity 
incident. Any residual financial impact will be accommodated within the 
approved 2024 operating and capital budgets. 
 
The Director, Finance & Treasurer has reviewed this financial impact statement 
and agrees with it. 
 
ALIGNMENT WITH STRATEGIC PLAN 
 
To enable TPL’s Strategic Plan 2020–2024, a safe and secure IT environment is 
essential for both staff and customers. Consequently, the Digital Strategy 2020–
2024 includes a priority to “adopt a modern security approach to improve 
cybersecurity and TPL’s overall security position”. 
 
EQUITY IMPACT STATEMENT 
 
Measures to advance the security of TPL’s technical environment, such as the IT 
Security, Risk & Governance Program, and the additional measures 
implemented following the cybersecurity incident, will enable equitable access 
to technology in a secure manner that protects the privacy and confidentiality 
of customers and staff. 
 
DECISION HISTORY 
 

At its January 25, 2021 meeting, the Board approved the Digital Strategy 2020-
2024. As identified in the Digital Strategy Action Plan 2021, there is a focus on IT 
Security Advancement.  
 
At its December 6, 2021 meeting, the Board approved the Information Security 
Policy and TPL’s participation in the City of Toronto Confirmation program. 
 
At its September 19, 2022 meeting, the Board received an update to the Risk 
Register.  

https://www.torontopubliclibrary.ca/about-the-library/strat-annual.jsp
https://www.torontopubliclibrary.ca/content/about-the-library/pdfs/board/meetings/2021/jan25/15-2020-2024-digital-strategy-combined.pdf
https://www.torontopubliclibrary.ca/content/about-the-library/pdfs/board/meetings/2021/dec06/12-information-security-policy-and-annual-report-on-IT-security-combined.pdf
https://torontopubliclibrary.typepad.com/board-meetings/2022-09-19/19-annual-risk-register-update.pdf
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At its March 27, 2023 meeting, the Board received the IT Security – Annual 
report and update on the City of Toronto’s Cybersecurity Confirmation 
Program. 
 
At its October 30, 2023 meeting, the Board received a privileged and 
confidential in camera verbal update on TPL’s October 28th, 2023, cybersecurity 
attack.  
 
At its November 13, 2023 Special Board meeting, the Board considered a 
privileged and confidential in camera report, and approved plans for moving 
forward in response to the cybersecurity attack. 
 
At its December 4, 2023 meeting, the Board received a privileged and 
confidential in-camera verbal update on the work underway to rebuild and 
secure TPL’s technical environment services because of the cybersecurity 
attack.  
 
At its December 4, 2023 meeting, the Board received an update on the Risk 
Register. 
 
At its January 29, 2024 meeting, the Board received a privileged and 
confidential in camera verbal update on the timelines for restoring services 
because of the cybersecurity attack. 
 
ISSUE BACKGROUND 
 
Cybersecurity has become a pressing issue for public and private organizations 
globally as cyber incidents have become more prevalent and pervasive. In 
recent months, several public sector organizations in Ontario and elsewhere 
have experienced cybersecurity incidents, including libraries, museums, school 
boards, hospitals, and healthcare centres.  
  

https://torontopubliclibrary.typepad.com/board-meetings/2023-03-27/15-it-security-annual-report-combined.pdf
https://torontopubliclibrary.typepad.com/board-meetings/2023-12-04/13-annual-risk-register-update-combined.pdf


 Cybersecurity Report 
February 26, 2024 

Page 5 of 12 

TPL has proactively prepared for cybersecurity issues by prioritizing 
cybersecurity since January 2021 with Board approval of TPL’s Digital Strategy 
2020-2024. This commitment to achieving a safe and secure IT environment, 
including a targeted level of protection from internal and external cybersecurity 
threats, has been advanced through: 
 the IT Security, Risk & Governance Program; 
 the establishment of an Information Security Policy requiring annual 

security reports to the Board; 
 participation in the City CISO Cybersecurity Confirmation Program; 
 TPL’s Enterprise Risk Management Program; 
 more rigorous updating of application software, hardware, and patching; 
 IT staff dedicated to cybersecurity; and 
 mandatory cybersecurity training for all staff.  
 
When TPL became aware of a cybersecurity incident on October 28, 2023, staff 
immediately initiated measures to mitigate potential impacts by shutting down 
the technical environment including all internal and external networks and 
systems. Third-party legal counsel with expertise in cybersecurity were 
engaged and asked to retain and collaborate with third-party cybersecurity 
technical experts to advise on containment, conduct forensics, and assess the 
impact. In addition, the cybersecurity experts supported staff’s planning for and 
implementation of additional proactive measures to safeguard TPL’s data and 
information systems. The privileged and confidential report from legal counsel, 
including its appended technical input from the third-party cybersecurity 
experts, outline the support the experts provided in response to the incident, 
their forensic analysis of the cyberattack, and the privileged and confidential 
input given to support TPL in rebuilding its technical environment for optimum 
security (attachment 1).  
 
The City of Toronto’s Chief Information Security Office (CISO), and City Legal, 
were informed, and a report was filed with Toronto Police Service. Additional 
stakeholders including TPL Workers Union CUPE Local 4948 were informed. 
Public statements have been posted and updated regularly on TPL’s website 
landing page. Within hours of the cybersecurity incident being identified, TPL’s 
Incident Management System was launched and the emergency management 
unit, the Library Operations Centre (LOC), was up and running to coordinate 
business continuity plans including communication channels, issues to be 
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resolved, staff supports, service and operational workarounds, and service 
restoration. TPL’s Privacy Breach Protocol was also initiated. 
 
COMMENTS 
 
Prior to the cybersecurity incident, TPL was at a Developing Level of Maturity 
with its IT security program, which is typical of most public sector 
organizations. Since the attack in October, TPL has matured its information 
security program by implementing additional security controls, updated some 
hardware and software applications, and introduced new processes. In fact, the 
post-incident work to rebuild TPL’s technical environment has accelerated TPL’s 
Digital Strategy and advanced security measures planned in TPL’s digital 
strategy roadmap. In other words, as part of the rebuilding and restoration 
work, TPL has not simply replicated the former environment but rather used 
this attack as an opportunity to accelerate plans. Subsequently, TPL’s IT security 
program maturity level has increased when assessed within the National 
Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF). 
 
Throughout this incident, TPL staff has had tremendous support and worked 
closely with legal counsel, third-party cybersecurity experts, and City CISO staff. 
Legal counsel has provided strategic advice on managing the incident, advising 
on communications responsive to the incident and stakeholders involved, and 
on actions to be taken associated with all elements of the cybersecurity incident 
including the privacy breach. The threat actor’s demand for a ransom was 
denied. 
 
Governance 
An Incident Management System governance structure was executed 
immediately to manage the emergency response and the complexities of the 
incident, expedite decision-making and ensure an enterprise-wide business and 
service approach was established. The structure was comprised of the following 
components: 
 
The Cyber Response Leadership Team (CRLT) included the Senior Leadership 
Team, privacy and communications managers. The team acted as the senior 
decision-making body, engaged with legal counsel, developed organizational 
priorities, and orchestrated communications including regular reports for 
Library Board information and/or approval. 
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Reporting daily to CRLT is the LOC. Leading the business continuity plan, this 
team coordinated emergency operations and workarounds, coordinated, and 
distributed internal communications, liaised between business operations, 
service owners and technical recovery staff. LOC led the service recovery plan 
as approved by CRLT. 
 
The Management Response Team is comprised of Library Management and key 
stakeholders to support LOC’s work. The team received and distributed internal 
communications to staff, directed engagement with staff and brought forward 
questions and issues from frontline operations to ensure business and service 
continuity plans were maintained as much as possible.  
 
Forensic Report 
Third-party experts conducted a forensic analysis to determine how the 
cyberattack happened, and have advised and supported actions to ensure 
containment, the cleansing and restoration of the technical environment, 
enhanced security, and remediation efforts. This work has included the 
installation of additional security controls, enhanced processes, and protocols.  
 
The forensic analysis has led TPL to conclude that the attackers breached a 
vulnerability in an internet-facing server, exfiltrating and encrypting data from 
a file server. TPL’s quick action to isolate the environment immediately on 
discovering the attack led to containment on October 29, 2023, reducing 
further potential exposure. TPL has addressed these occurrences by rebuilding 
its network and implementing the enhancements summarized in “Lessons 
Learned” below. The enhancements will improve TPL’s management of 
vulnerabilities and give TPL a significantly improved ability to detect and 
respond to security events and incidents. 
 
The incident has also led to further collaboration, advice, and support from the 
City’s CISO staff throughout this incident with plans to strengthen this 
relationship on a go-forward basis, engaging on cyber threat management and 
monitoring, cyber resilience, engagement, and vulnerability management. 
 
Privacy Breach 
Based on evidence gathered through the cybersecurity investigation, a privacy 
breach was announced on November 15, 2023, indicating that personal data 
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was stolen. TPL advised that it believed current and former staff employed by 
TPL and the Toronto Public Library Foundation (TPLF) from 1998 were 
impacted. Information related to these individuals was likely taken, including: 
 name, social insurance number, date of birth and home address;  
 copies of government-issued identification documents provided to TPL by 

staff.  
 
Given the nature of the information exposed and to give peace of mind, TPL 
offered two years of complimentary credit monitoring to current and past TPL 
and TPLF employees.  
 
Although cardholder, volunteer, and donor databases were not affected, some 
data about these groups likely resided on the compromised file server. TPL is 
currently engaged in an e-discovery process with third-party assistance to 
determine who is affected and how. A preliminary e-discovery process 
determined some data on dependents and family members of staff has been 
impacted, and as a result TPL offered two-years of complimentary credit 
monitoring protection to impacted current and former staff. The larger e-
discovery process to investigate whether customer, donor or volunteer data 
has been taken from the affected file server is underway and will take more 
time to complete. TPL will continue to be transparent and notify those affected 
as appropriate in light of any findings. 
 
A final report will be sent to Ontario’s Information and Privacy Commissioner.  
 
Service Continuity and Restoration 
The full-scale shutdown of TPL’s technical environment, and the ensuing work 
to secure the IT network and its many systems resulted in the suspension of 
many core library services including the tpl.ca website and access to the library 
catalogue, holds, and Your Account services; public computing and printing; 
and access to some digital materials and databases. However, during these 
outages, many of TPL’s online and in-branch services remained available and 
have been well-used by the public since the attack began. These include: 
 All 100 branches remained open with access to staff expertise; collections 

including staff-assisted borrowing and returns of materials; study space, 
programming, Wi-Fi and drop-in programs such youth hubs. Branches 
continued to be important public spaces for vulnerable populations, 
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especially during the colder weather, with access to warm spaces, 
washrooms and staff supports. 

 Library materials continued to be borrowed and returned with almost 1 
million checkouts of physical materials borrowed since the attack. 

 New library memberships were processed, and expired library cards were 
extended. More than 20,000 new library card memberships have been 
processed since the attack.  

 Most of TPL’s digital collection remained available, including ebooks and 
audiobooks; the music library of classical, jazz and world music; newspapers 
and magazines through Press Reader; and streaming services such as 
Kanopy and Hoopla. Borrowing of ebooks and e-audiobooks surpassed 11 
million in 2023, a result of increased usage of the digital collection during 
the outage. 

 
Service restoration has been a complex and detailed process involving 
enterprise-wide discussions and analysis. Staff have worked tirelessly to restore 
all services as quickly as possible. The complexity of the task, given TPL’s 
extensive network of 100 library branches, a multi-service data centre, and 
more than 5,000 staff and public computers, makes this task much more 
difficult and means there must be a gradual and measured approach to protect 
and reinstate services. Nevertheless, substantial service restoration is nearing 
completion: 
 
 Staff computing, access to most shared drives and TPL’s library 

management and accounting software have been fully restored;  
 TPL’s website was partially restored January 29th. Remaining website 

functionality will be restored by the end of February; 
 Public computing was restored February 5th with 9,298 customers using the 

service in the first 4 days; public printing will be available by mid-March; 
 The process for checking-in over 1 million returned items is well underway 

with customers starting to receive holds pick-up notification the week of 
February 12th; 

 Most services in Digital Innovation Hubs have been restored. 
 
Lessons Learned 
The cybersecurity attack has provided many opportunities to learn and 
improve, as well as reflect on aspects of TPL’s response that have been 
invaluable to the recovery process.  



 Cybersecurity Report 
February 26, 2024 

Page 10 of 12 

 
Legal Advice and Counsel – It was critical to have legal counsel with 
cybersecurity expertise on board as quickly as possible to engage technical 
consultants and advise on:  
 internal and external communications; 
 legal obligations and best practises having to do with issues such as privacy 

breaches and identity theft; and 
 legal privilege.  
 
Cybersecurity Specialists – Having access to immediate technical support from 
cybersecurity specialists was essential. The specialists reported to legal counsel 
so TPL could receive critical advice regarding: 
 containment; 
 forensic assessment; 
 re-building and service recovery of the technical environment; 
 appropriate security assessment and consulting for go-forward plans. 
 
Business Continuity Plans – TPL had established proactive plans for business 
continuity using the City’s Incident Management System. This proved essential 
with the launch of LOC, TPL’s emergency operations team, on day 1 of the 
incident. LOC acted as a business liaison team that collaborated with the 
technical teams, providing support for: 
 internal corporate communications distribution; 
 priority-setting for service recovery and restoration; 
 coordination of service orchestration across business teams. 
 
Technical Improvements – Through this incident, TPL has learned and 
developed from having received the advice of third-party technical experts. The 
recovery work has allowed the acceleration of TPL’s security roadmap and other 
improvements with: 
 a complete rebuild of the network within the Data Centre, extending to the 

branch (campus edge); 
 the rebuilding and restoration of enterprise applications into network 

segments; 
 implementation of advanced threat monitoring and threat hunting with the 

deployment of Extended Detection and Response, a more robust 
antimalware solution; 
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 an improved patch management regime with process improvements 
ensuring security updates are applied in a timely manner; 

 enhanced log management and aggregation of logs into a Security 
Information and Event Management (SIEM) system; 

 increased security controls across user and service accounts; 
 a planned review of records retention and associated processes. 
 
CONCLUSION 
 

The rise in data security and ransomware incidents affecting organizations 
dedicated to community well-being, including hospitals, school boards, and 
libraries like TPL, is a disturbing reality. Public sector organizations are 
increasingly becoming targets, whether motivated by financial gain or sheer 
malice. In the case of public libraries, dedicated to equity, access to 
information, intellectual freedom, and openness for all, this represents an 
attack on the very essence of civil society. This attack reminds everyone to stay 
vigilant in the face of a danger that is unfamiliar to many.  
 
CONTACT 
 
Steve Till-Rogers; Director, Digital Strategy & CIO;  
Tel: 416-393-7104; Email: stillrogers@tpl.ca 
 
Shawn Mitchell: Director, Policy, Planning & Performance Management;  
Tel: 416-395-5602; Email: smitchell@tpl.ca 
 
SIGNATURE 
 
 
 
 
 
_______________________________ 
Vickery Bowles 
City Librarian 
  

mailto:stillrogers@tpl.ca
mailto:smitchell@tpl.ca
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ATTACHMENTS 
 
Attachment 1:  Privileged and Confidential: Report from Legal Counsel with 

technical attachment 



Toronto Public Library Board Meeting

Moe Hosseini-Ara, Director, Branch Operations & Customer Experience
Lisa Radha Vorha, Director, Collections & Membership Services
Linda Hazzan, Director, Communications, Programming & Customer Engagement

February 26, 2024

TPL service restoration
update



• Executive Leadership
• Senior decision body
• Engage with Breach Counsel
• Develop organizational communications
• Coordinate response process

Cyber Response 
Leadership Team (CRLT)

• Business Continuity Response Team
• Coordinate and distribute internal communications
• Liaison between business operations and technical recovery
• Lead orchestration of service recovery
• Coordination of Service Owners and various organizational teams

Library Operations 
Centre

• Library Management and Key Stakeholders
• Receive and distribute internal communications to staff
• Direct engagement with staff collectively
• Maintain standard operations as much as possible

Management Response 
Team

response governance model
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• Complete rebuild of network within Data Centre and extending to branch 
(campus) edge

• Secured and prepared endpoints at all locations

• Deployment of enhanced endpoint security tools

• Prioritized all enterprise applications for service restoration

Completed

• Forensic analysis completed, reported at tonight’s Board meeting

Forensics

service recovery



phased reinstatement of services
recent & upcoming accomplishments
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circulation services

public 
computing 
services

tpl.ca

core 
service 

recovery



phased reinstatement of services
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circulation services

public 
computing 
services

tpl.ca
phase 1 (restored Jan 29)
 familiar version of website
 more information about 

library services & programs
 easy-to-access digital 

resources 
 friendlier navigation
 key electronic resources 

restored (incl. LinkedIn 
Learning, eLearning pages) 

phase 2 (to be restored Feb 29)
 Your Account
 Catalogue
 Search

core 
service 

recovery



phased reinstatement of services
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Restored Feb 5
 reserve and access PC 

computers in all branches
 Digital Innovation Hub PCs 

available
 Learning Centre computers 

available and classes resume
ꭙ No printing service available

9,000+ sessions booked 
in first week

circulation services

public 
computing 
services

tpl.ca

core 
service 

recovery
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phase 1 & 2 (begun Feb 5)
 backlog of registrations and 

checkouts uploaded
 preparation for large scale 

material processing begun

phase 3 (begun Feb 12)
 checking in stored returns 

and new items
 holds notifications sent out 

and customers receiving holds
 customers can place and 

manage holds with staff 
assistance.

 self-checkout terminals 
available for use in branches

circulation services

public 
computing 
services

tpl.ca

core 
service 

recovery



phased reinstatement of services
check-ins and holds 

7

11 of 15
trailers processed

72 of 103
branch locations have 
completed stored returns
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phased reinstatement of services
check-ins, delivery, new items

items checked in since Feb 12

gray bins delivered 
since Feb 1316,700
gray bins picked up 
since Feb 135,200

items sorted since Feb 13

387,273
new items processed 

since Jan 25

38,400+

1.13+ million
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phased reinstatement of services
holds processed & placed (since Feb 12)

holds picked up 

46,000
holds available for pickup 

59,500+
new holds placed 

18,000+

phased reinstatement of services
holds processed & placed (since Feb 12)



communications: website, email
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communications: social media
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422

5,746

118k

f0a1c820043c4ad5bf7e329716ba45f6.MP4
f0a1c820043c4ad5bf7e329716ba45f6.MP4


communications: earned media
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communications: earned media
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Upcoming Coverage

Monday
CBC The National, 9pm on 
CBC News Network and 
YouTube and again at 10pm 
+ article on cbc.ca

Tuesday
Globe & Mail
CP24 (live hit)
CityNews

Thursday
Canadian Press, available to 
media across the country
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@torontolibrary
you are the best! 
Waiting patiently 
for library life to 
return to normal 
and supportive of 
whatever you have 
to do.

I’m a volunteer with Leading to 
Reading and yesterday when my kid 

saw that the computers were working 
again, his face absolutely lit up and he 
rushed over to the kids’ section to see if 
the shelves had been restocked. They 

had! He said to his mom, “I’m going to 
take out all the books!” 



thank you
questions?
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