Bell Security Solutions Inc.

Attachment 1

Toronto Public Library
Disaster Recovery recommended safeguards and controls

Final

Prepared by:

Bell Security Solutions Inc.
Professional Services

333 Preston Street, Suite 1100
Ottawa, Ontario, Canada, K1S 5N4

Document issue: Final
Date of issue: March 2006

Copyright © Bell Security Solutions Inc., 2006




Bell Security Solutions Inc.

Bell Security Solutions Restricted

Notices

Liability limitation

BSSI's liability for all claims and damages arising from this contract including any warranty
liabilities will be limited to a maximum value not to exceed the value of the contract under
which this work was delivered, and liability for all indirect and consequential damages will be
excluded.

This document is based upon information which cannot be consider current more than 30 days
past collection date, an is obsolete past this date.

g Beall
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1 Introduction

In December 2005, BSSI delivered a disaster recovery plan to Toronto Public Library (TPL) for
the TPL data centre which addressed the following high-level threats to TPL information
management systems and services:

Email outage

e Phone Service Outage
e Network outage

e Security breach

e Power outage

e Virus outbreak

TPL has requested information regarding the benefit of different safeguard options in terms of
mean time to recovery from any one of the identified threats.

The following section is an estimate of mean-time-to-recovery (MTTR) for the TPL data centre
under 7 typical availability recovery safeguard options.

e Tape back-up

e Cold site

¢ Warm site

e Hot site

e High availability site

e Managed / outsourced high-availability site

e Generator at local site
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2 MTTR cost estimates for TPL data centre

2.1 Scope

These estimates make the following assumptions about the size of the TPL infrastructure
under consideration

Asset Number / Names

Critical Services (Records Management, All
Finance, HR, Inventory, Email)

Critical servers (hardware units) 100+

2.2 Risk Categories

2.2.1 Likelihood (frequency) categories

Category Description

1 Expected to occur more than once in a year or chance of occurring is greater
than 50% in current year. Will definitely occur at some time.

2 Expected to occur less than one time per year - less than 50% chance in the
current year. Will probably occur.

3 Expected to occur less than once every 20 years or chance of occurring is less
than 5% in the current year. Low probability but could happen.

4 Expected to occur less than once every 100 years or less than 1% in current
year. Not expected to occur.
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2.2.2 Severity categories

Level Definition

Severity 1 Complete data centre outage or no access to building; or all services
unavailable; or outage > 3 days

Severity 2 Significant impact on data centre services. All services impacted but not
total outage; or very slow services, transactions not completing; or User’s
productivity and client service levels cut by more than half; or outage < 3
days but > 1 day

Severity 3 Multiple servers down, certain services unavailable - but not total outage;
or user’s productivity and client service levels cut by less than half; or
outage < 1 day but > 4 hours

Severity 4 Data loss but servers functional or single server down. User productivity
and client serviced slowed; or outage < 4 hours.

2.2.3 Risk levels

The following risk matrix and definitions are prescribed by the Falconbridge Risk Management
Program Framework.

1 v IT

2 I\ III II
Likelihood 3 v v 111 II
Category 4 v v v 111

4 3 2 1
Severity category
Code | Category Description
High Risk reduction required < 6 months or when required for
project.

1I Medium Risk reduction required within appropriate specified period.
II1 Low Verify that procedures or controls are in place.
IV Very Low No mitigation required.
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2.3 Risk Matrix

Major triggering events:

e Natural event e Local Infrastructure Loss
o Lighting Strike / Electrical o Power Outage External
storm / Power surge cause
o Tornado o HVAC outage
o Infrastructure failure
e Local Environment Impacted e Local Physical Impact
o Hazardous Chemical o Catastrophic fire
External

o Localized in-building fire

o External fire )
o Accidental water release

o External explosion

e Human Continuity e Vandalism / Sabotage
o Pandemic, o Physical
o Labour unrest o Logical

= virus, worm

= hacker

Risk Table definitions:

e Event: threat or incident description

e Likelihood: as described above

e Severity: as described above

e Risks: resulting combination of likelihood and severity

e Existing safeguards: the systems, applications and processes and procedures currently in
place to mitigate risks.

e Residual risk: the reduced risk / remaining risk after the mitigating systems, applications
processes and procedures are taken into account.

¢ Recommendations: additional mitigating systems, applications processes and procedures
to further mitigate risks.

e Best View risk: the reduced risk / remaining risk after recommended systems applications
and processes have been put in place relation to industry standard mitigation practices (best
view)
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Event Likelihood | Severity | Risk | Existing Safeguards Residual Recommended safeguards Best view
risk risk
Site-survival events!
Natural event - ice storm 4 1 Applies to all site-survival incidents
11 111 1. patch management and change management v
2. maintenance SLAs for IM equipment to be tested and validated
v Contnot TIaD 3 5 T e Storage Area Network back-up I 3. creation of restore-from-back-up procedures v
uman Continuity - labour - imi
unrest « 2 x battery UPS with max 1 hour (80KW, 35KW) - 4. st_acurlty awareness training for DC staff
b - 5. disaster recovery procedures
allows for soft shutdown of key applications in R )
erson on site a. centralization of recovery procedures and documentation
P - hard copy and softcopy**
Infra loss - power outage 1 1 « disaster recovery plan b. emergency communications management systems -
external cause I automated call-out systems v
e shutdown procedures (untested) 6. auto-shutdown scripting
start-up (untested) 7. certification, accreditation and testing of procedures and processes
Infra loss — HVAC failure > 1 E. Ehuidown agd start-up procedures
e back-up procedures (untested) with off site . ack-up and restore processes v
rotation
e equipment labelled (not all) Applies to external and internal infrastructure incidents
Local Infra loss — network failure 2 1 v
e facility on-call procedures for normalized 8. diesel generator - 1 day fuel supply
maintenance after-hours (untested and un-updated) 9. add second HVAC to DC for redundancy**
. . o 10. water monitoring above DC
- - » partial outside lighting 11. fire monitoring above and below DC
Vandalism / Sabotage - physical 3 1 12. zoned waterless suppression
e partial outside camera coverage 13' add second door topgc v
e monitoring of access points (untested)
Vandalism / Sabotage - logical - | 2 2  personnel identification passes issued Applies to Vandalism / sabotage physical incidents
virus/worm e perimeter firewalls 14. visitor enrolment and tracking v
15. physical access controls (proximity cards) on DC and secondary
e server-based anti-virus controls on UPS systems
Vandalism / Sabotage - logical - 2 1 work int tracts f . I 16. video monitoring in DC v
hacker e network maintenance contracts for networ : ; ;
devices (SLAs untested and un-validated) 17. cover over the outside windows into DC
e waterless fire suppression for DC (FM 200) : ; a2 i i
Local Infra loss — Tocalized 3 1 Applies to Vandalism / sabotage logical” incidents
accidental water release 18. intrusion detection systems (IDS) for network** v
19. vulnerability assessment (ethical hacking)
20. telephony VA for illicit modems and faxes

! Events which will leave the data centre accessible to staff
2 Logical events are network-based or software-based.
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Event Likelihood | Severity | Risk | Existing Safeguards Residual Recommended Best view
risk safeguards risk
Site abandonment events®
Natural event - tornado 4 1 II1
III
e Storage Area Network back-up
- - - - e 2 x battery UPS with max 1 hour (80KW, 35KW) - allows for soft shutdown of key
Local environment - chemical spill 3 1 applications in person on site
e disaster recovery plan
e shutdown procedures (untested)
Local environment - external fire 3 1
e start-up (untested)
e back-up procedures (untested) with off site rotation
e equipment labelled (not all)
Local environment - external 3 1
explosion « facility on-call procedures for normalized maintenance after-hours (untested and un-
updated) 1. Disaster recovery site
e partial outside lighting
Human Continuity - pandemic 2 1 e partial outside camera coverage
e monitoring of access points (untested)
e personnel identification passes issued
Local Infra loss — catastrophic fire 4 1 11 o perimeter firewalls
e server-based anti-virus
¢ network maintenance contracts for network devices (SLAs untested and un-validated)
Local Infra loss - localized in- 3 2 111 e waterless fire suppression for DC (FM 200) 111
building fire

3 Events resulting in prolonged site abandonment and therefore site-specific safeguards and controls are mooted.
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The following costs are un-validated estimates for major upgrades. Precise cost estimates will depend upon proper requirements definitions,
project planning and systems engineering.

Safeguard name Description MTTR Set-up Cost Yearly on-
going

Tape back-up e A magnetic tape back-up system or DVD back-up 2+ weeks existing existing

systems. Back-up media managed with formalized

controls and rotated off-site

Site-survivable: major upgrade options
Generator at local site e Upgrade of local site with generator immediate | $350,000 $50,000
e Development of maintenance and testing procedures (procurement of (equipment

and plans

e Assumes that building can support generator with minor
structural modifications on the ground floor (possibly
located within the TPL “photo room”)

generator systems
and install of fuel and
fire suppression
systems, electrical
design and
implementation
services, staff
training, training
simulations - table
top and functional,
certification and
accreditation

maintenance, staff
training, additional
rent, annual training
simulations - table
top and functional)

services)
Site-abandonment: major upgrade options
Cold stand-by ¢ A magnetic tape back-up system or DVD back-up 1 week $500,000 $250,000
systems. Back-up media managed with formalized (critical (includes (includes rent and

controls and rotated off-site

e Physical recovery facilities maintained with necessary
space, power, heating/cooling and telecom. No systems
present.

applications)

improvements to
leased site and
furniture,
development of
procurement checklist
and vendor

minimum telecom
subscription charges,
annual training
simulation - table
top)

10
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space, power, heating/cooling, raised flooring and
telecom.

Servers and workstations are in place and available, but

development of
recovery procedures /
build documents,
training simulation -

Safeguard name Description MTTR Set-up Cost Yearly on-
going
Systems and software procured according to pre-defined gualilﬁcationrt ; _COTt(;joeStf‘Ott_
. . _ . evelopment O Include activation
list with pre-defined vendors. recovery procedures, | costs during
Assumes short-term occupancy (2 to 8 weeks) before Era'”'”g simulation — | recovery - add
R . able top) $1.5M)
main site is restored.
Assumes dedicated site — not shared facility.

Warm stand-by A magnetic tape back-up system or DVD back-up 1 to 3 days | $3M $750,000
systems. Back-up medla'managed with formalized (critical (includes physical site | (includes rent,
controls and rotated off-site applications) improvements , minimum telecom

. . . . . procurement of subscription,
Physical recovery facilities maintained with necessary systems, hardware

maintenance, update
and management of
procedures, annual

training simulation -

Physical recovery facilities maintained with necessary
space, power, heating/cooling, raised flooring and telecom.

Servers are built and fully loaded with software and have
identical configurations to operational units.

Systems need to be powered up and loaded with back-up
data according to documented procedures.

procurement of
systems and
software,
development recovery
procedures / build
documents, training
simulations - table
top and functional,
certification and
accreditation

are not loaded with services, systems or data. table top) table top)
. . - . . Cost includes
Systems built according to existing build documentation amortization of
and procedures. equipment.
Tests performed on recovery procedures and systems on
at least an annual basis.
Assumes long-term occupancy (8 weeks — 1 year) before
main site is restored.
Assumes dedicated site — not shared facility.
Hot Stand-by A magnetic tape back-up system or DVD back-up systems.| 4 hours $4.5M $1M
Back-up media managed with formalized controls and (includes physical site | (includes rent, full
rotated off-site improvements , telecom subscription,

hardware/software
maintenance, update
and management of
procedures, annual
training simulations
- table top and
functional, 1
maintenance FTE)
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Safeguard name Description MTTR Set-up Cost Yearly on-
going
Tests performed on recovery procedures and systems on services)
at least an annual basis.
Assumes long-term occupancy (8 weeks — 1 year) before
main site is restored.
Assumes dedicated site — not shared facility.
High availability / Physical recovery facilities maintained with necessary immediate | $5M $2M
mirrored facility space, power, heating/cooling, raised flooring and telecom. (includes physical site | (includes rent, full
. . improvements , telecom subscription,
_Servgrs are b_U|It ar_1d fully Ioaded_ with so_ftwa_1re anq have procurement of hardware/software
|dent|ca| COﬂfIguratlonS to Operatlonal UnItS, InC|UC|II’lg RAID systems and maintenance, update
drives and back-up capabilities. software, and management of
. . development of procedures, annual
Back-up systems are synchronized over network with recovery procedures / | training simulations
operational systems. (Mirrored) build documents, - table top and
integration services, functional, 1
Routers and DNS configured to automatically re-route training simulations - | maintenance FTE)
traffic to HA site table top and
functional,
Tests performed on recovery procedures and systems on Cert'f'g_att'gn and
H accreditation
at least an quarterly basis services)
Multiple power sources including on-site generators
Assumes long-term occupancy (8 weeks - 1 year) before
main site is restored.
Assumes dedicated site — not shared facility.
Managed / outsourced Same as High Availability but costs will reflect a managed | immediate | $0 $9M

high-availability capability

services with a 12 month contract.

Costs will assume the same size infrastructure is out-
sourced - outsourcing few/selected components will
reduce costs.

Multiple power sources including on-site generators within
SLA

Assumes out-sourcing of day-to-day operational and
Disaster sites and management

(procurement of
systems and software,
development of
recovery procedures /
build documents,
integration, training
simulations - table top
and functional,
certification and
accreditation services)

(managed service
fees +
hardware/software
maintenance update
and management of
procedures, annual
training simulations
- table top and
functional)
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